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M ediating the Tension Between | nformation Privacy and
Infor mation Access. The Role of Digital Gover nment

Abstract
Government agencies collect and disseminate data that bear on the most important issues
of public interest. Advances in information technology, particularly the Internet, have
multiplied the tension between demands for evermore comprehensive databases and de-
mands for the shelter of privacy. In mediating between these two conflicting demands,
agencies must address a host of difficult problems. These include providing access to in-
formation while protecting confidentiality, coping with health information databases, and
ensuring consistency with international standards. The policies of agencies are deter-
mined by what is right for them to do, what works for them, and what they are required to
do by law. They must interpret and respect the ethical imperatives of democratic account-
ability, constitutional empowerment, and individual autonomy. They must keep pace with
technological developments by developing effective measures for making information
available to a broad range of users. They must both abide by the mandates of legidation
and participate in the process of developing new legidation that is responsive to changes
that affect their domain. In managing confidentiality and data access functions, agencies
have two basic tools: techniques for disclosure limitation through restricted data and ad-
ministrative procedures through restricted access. The technical procedures for disclosure
limitation involve arange of mathematical and statistical tools. The administrative proce-

dures can be implemented through a variety of institutional mechanisms, ranging from



privacy advocates, through internal privacy review boards, to a data and access protection

commission.

THE TENSION BETWEEN PRIVATE LIVESAND PUBLIC

POLICIES

An Environmental Scan

In its normal activities, the public sector captures enormous amounts of data, storesit in

very large databases, analyzes some of it, and disseminates information products to indi-

viduals, governments, businesses, and other organizations. Much of these data are ob-

tained directly from respondents in surveys and censuses or through building systems of

administrative records based on a variety of citizen interactions with government. Sur-

veysinclude:

?? Face-to-face interviews, as with the National Longitudinal Surveys of Y oung Women
conducted by the Bureau of Labor Statistics

?? Telephone surveys, as with the Behavioral Risk Factor Surveillance System con-
ducted by the Center for Disease Control, which estimates current cigarette smoking
and use of smokeless tobacco

?? Mail-back responses (including electronic mail), as with the reactions to their web
Site obtained by Inland Revenue of the Government of New Zealand (see

www.ird.govt.nz/survey.htm).

Administrative records include:

?? Employer-furnished data, as with Social Security Administration earnings records



?? Licensing data, as with state Departments of Motor Vehicles and local building per-
mits

?? Individual and firm submitted data, as with Internal Revenue Service tax returns.

The Internet has accelerated the demand for access to government information services,
primarily by broadening the range of potential data users. Access demand isin commen-
surate tension to concerns about privacy and confidentiality. The National Science Foun-
dation in its Digital Government program announcement (NSF 1999), affirms, "Given the
inexorable progress toward faster computer microprocessors, greater network bandwidth,
and expanded storage and computing power at the desktop, citizens will expect a gov-
ernment that responds quickly and accurately while ensuring privacy." This article fo-
cuses on ways the public sector can resolve the growing tension between the demand for

government data and concerns for privacy protection.

Government databases are rich in information and have evident practical utility for plan-
ning, marketing, and research. Still, many would-be users complain they cannot obtain
the data they need, often thwarted by confidentiality concerns (Smith 1991). On the other
hand, privacy advocates warn of the dangers of unfettered data capture and dissemina-
tion. Their arguments are ethically based. "Individuals in the Western world are increas-
ingly subject to surveillance through the use of data basesin the public and private sec-
tors, and these devel opments have negative implications for the quality of lifein our so-
cieties and for the protection of human rights." (Flaherty 1989: 1) From a more utilitarian

standpoint, public policy would be affected by declining survey participation rates. In



1992, for example, 31 percent of Americans refused to answer at least one survey, com-
pared with 15 percent in 1982 (L eftwich 1993; also see Dalenius 1993). Acrimonious
public debates rage about proper use of mailing lists, credit records, medical histories,
and Socia Security Numbers (Flaherty 1989). The media highlights privacy concernsin
the use of ever-larger computer databases--those of terabyte size, labeled “data ware-

houses”.

Broad access to data supports democratic decision-making. Access to government statis-
tical information supports public policy formulation in areas ranging through demograph-
ics, crime, business regulation and development, education, national defense, energy, en-
vironment, health, natural resources, safety, and transportation. Thrust against the evident
value of data accessis the counter value that private lives are requisite for a free society.
This article deals with an important aspect of the tension between information privacy

and data access—the proper handling of personal information that is collected by gov-
ernment. Other privacy issues such as video surveillance, telephone interception or 'bug-
ging, Internet censorship, protecting children, encryption policy, and physical intrusion

into private spaces are outside my purview.

A variety of governmental agencies have important rolesin collecting, storing, analyzing,
and disseminating information. Certainly thisis the case with the federal statistical agen-
cies, such asthe U. S. Census Bureau, National Center for Health Statistics, and the Bu-
reau of Labor Statistics. But it is also true of state public health organizations and func-

tional agencies such as departments of motor vehicles. Each agency is tasked with the



dua responsibilities of protecting privacy and confidentiality while disseminating
information to client users, often including the genera public. (Duncan, Jabine, and de

Wolf 1993; Duncan and Pearson 1991).

The Internet is becoming the richest source for data collected by government agencies

and academic researchers. The following isavery short list of government Web sites,

compiled to illustrate the ever-widening variety.

U.S. Census Bureau (factfinder.census.qgov): The American FactFinder Web site allows

the construction of detailed tables of age, sex, race, etc. for geographic areas as small asa
block group. Hundreds of thousands of ready-made tables, indexed by data source, geog-

raphy and other characteristics are available.

National Center for Educational Statistics (www.nced.ed.qgov/pubsearch): Datafiles,

such as the Local Education Agency (School District) Universe Dropout Data, are avail-
able for download in avariety of machine-readable formats. NCES also offers data li-
censes giving authorized researchers access to more than a dozen restricted-use data

products such as the National Educational Longitudinal Survey.

Cdlifornia Dept of Corrections (www.cdc.state.ca.us/issues/capital/capital9.htm): A list of

all prisoners on death row.



Arizona Secretary of State

(www.sos.state.az.us/Business ServicesUCC_full_Index.htm): Searches and listings of

liens, associated filings, debtors and secured parties.

Inter-University Consortium For Political and Social Research (www..icpsr.umich.edu/):

Hundreds of data files from government-funded surveys on topics such as natality, drug

abuse treatment, and the American Housing Survey.

What are some contentious issues in the clash between demands for information privacy
and data access? To address this question we can examine some of the bills submitted in
the U.S. Congress. For al hills the basic source isthe Library of Congress site Thomas at

thomas.loc.gov. Targeted to pending legidation regarding the issues of information pri-

vacy and information access are sites maintained by

?? Electronic Privacy Information Center (EPIC) at epic.org/privacy

?? Center for Democracy and Technology (CDT) at www.cdt.org

?? Association for Interactive Marketing (AIM) at capwiz.com/aim

The key issues addressed in legislation introduced to the 107" Congress (2001-2002) in-
clude:

?? restricting access to database information to those with a need to know

?? opt-in vs. opt-out policies

?? dealing with so-called universal identifiers, especialy the Socia Security Number

?? establishing hedlth information databases



?? financia information privacy

?? protection against terrorism, identification cards

In the next section we examine legidation that is already on the books that both attempts

to protect government data and constrains its use by agencies.

Relevant Legislation

Some agencies are guided by specific legidation. The U.S. Census Bureau, for example,
isgoverned by Title 13 of the U.S. Code, which provides for tight controls on individu-
aly identifiable data. In particular, Section 9 provides that
(a) Neither the Secretary, nor any other officer or employee of the De-
partment of Commerce or bureau or agency thereof, or local government
census liaison, may, except as provided in section 8 or 16 or chapter 10 of
thistitle - (1) use the information furnished under the provisions of thisti-
tle for any purpose other than the statistical purposes for which it is sup-
plied; or (2) make any publication whereby the data furnished by any par-
ticular establishment or individua under this title can be identified; or (3)
permit anyone other than the sworn officers and employees of the De-
partment or bureau or agency thereof to examine the individual reports.
No department, bureau, agency, officer, or employee of the Government,
except the Secretary in carrying out the purposes of thistitle, shall require,
for any reason, copies of census reports which have been retained by any

such establishment or individual. Copies of census reports which have



been so retained shall be immune from legal process, and shall not, with-
out the consent of the individual or establishment concerned, be admitted
as evidence or used for any purpose in any action, suit, or other judicial or

administrative proceeding.

Similarly for the Interna Revenue Service, Section 6108(c) of the U.S. Internal Revenue
Code of 1986 stipulates that

No publication or other disclosure of statistics or other information re-

quired or authorized by subsection (a) or special statistical study author-

ized by subsection (b) shall in any manner permit the statistics, study, or

any information so published, furnished, or otherwise disclosed to be as-

sociated with, or otherwise identify, directly or indirectly, a particular tax-

payer.

The U.S. Socia Security Administration enjoys comparable legidative protection of its

data through Section 1106 of the Social Security Act.

On the other hand, the Bureau of Labor Statistics has no specific statutory protection to
preserve the confidentiality of identifiable information. Instead, the Bureau's confidential-
ity policy is established by Commissioner's Order 3-93, Confidential Nature of BLS Re-
cords, which in Section 7(a) states that data"...collected or maintained by, or under the
auspices of, BLS under a pledge of confidentiality shall be treated in a manner that will
ensure that individually identifiable data will be used only for statistical purposes and

will be accessible only to authorized persons.” (See de Wolf (1995) for discussion of BLS

confidentiality policy.)



Chapter 5 of Duncan, Jabine, and de Wolf (1993) presents a comprehensive view of the
legidative environment of federa statistical agencies. Under current legidation, the de-
gree of data protection depends on the agency that holds it without regard to the sensitiv-
ity of the information. Also, data sharing among agenciesis difficult because agencies
with a high degree of legidative protection of their data are reluctant to share with those
with alow degree of protection. For example, the National Agricultural Statistics Service
(NASS) has had a complicated relationship involving the sharing of lists of farms for the
Census of Agriculture, which is conducted every five years. The Census of Agriculture
was officially moved from the Census Bureau to NASS on December 31, 1997. In con-
ducting the 1997 Agriculture Census, the Census Bureaus provided NASS employees
(many of whom were Census Bureau employees) with farm list information. To do this
they were made Census special sworn employees. Restricted access is provided through
the Census Bureau's Bowie computer center to NASS headquarters and the regional cen-
ters. In 1992 the Census Bureau swore in a limited number of NASS employeesto see
data collected under the auspices of Title 13 but they were required to come to the Census
Bureau's headquarters in Suitland, Maryland to see the data. The official transfer of the
program was delayed until the end the 1997 so that the Census Bureau would continue to
have the authority to get IRS tax return data to construct the list. (NASS had no such au-
thority). Beginning in 2002, NASS will have to work with IRS to get access by amending

the tax code or through proposed data sharing legidation if it becomes law.

In addition to this legidation there are variety of other relevant laws and regulations at
the federal level. They include, but are not limited to: Computer Security Act of 1987

(www.epic.org/crypto/csal , Copyright Act of 1976
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(www.law.cornell.edu/copyright/copyright.table.html), National Archives and Records
Administration Regulations, Freedom of Information Act

(www.aclu.org/library/foia.html) , Information Technology Management Reform Act of

1996 (www.itpolicy.gsa.gov/mke/capplan/cohen.htm ), Paperwork Reduction Act of

1995 (www.law.vill.edu/chron/articles’lombdon.htm ), and the Privacy Act

(www.eff.org/pub/L egidation/privacy _act 74 5usc_s552a.law ). Discussion of each of

these can be found on the web at the indicated URLSs.

WHAT PRINCIPLES SHOULD GUIDE DATA STEWARDSHIP?

The principles set forth here for data stewardship derive from Duncan, Jabine, and de
Wolf (1993). The United States, and a growing list of other countries, embraces a free-
dom that recognizes pluralism, public decision making based on representative democ-
racy, and a market-oriented economy. Consistent with this ethos an ethics of information
can be built on three principles: democratic accountability, constitutional empowerment,
and individual autonomy. These principles can provide a useful guide for assessing the
societal impacts of information policies of any organization, whether in the public sector
or not. They have particular interpretations for government agencies that are explored in

Section 3.

Democr atic accountability is the assurance through institutional mechanisms, culture,
and practice that the public obtains comprehensive information on the effectiveness of
government policies. Prewitt (1985) explored this concept. The technology of theweb is

the most exciting implement for fostering democratic accountability. A quick click to the
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Social Security Administration's web site at www.ssa.gov yields SSA's Accountability
Report for FY 1997. It provides full disclosure of SSA's financial and programmatic
operations. Thisweb presentation gave the agency the right to assert, "With its
publication on November 21, 1997—I|ess than 2 months after the close of the fisca
year—SSA became the first Federal agency to publish its FY 1997 Accountability
Report. FY 1997 marks the eleventh year that SSA has published audited financial
statements, the fourth year that SSA has received an unqualified opinion on its financia
statements and the third year that SSA has been authorized by the Office of Management
and Budget to streamline and consolidate statutorily required financial reporting into a

single Accountability Report."

Constitutional empower ment is the capability of citizens to make informed decisions
about political, economic, and socia questions. Constitutional practice emphasizes re-
straints on executive excess and broad access to the political process through the direct
election of representatives, as well as through separation and balance of power. Many
government agencies have seized upon the web as a vehicle for providing information
broadly to the citizenry. A prominent development in this regard is the plan announced
on June 25, 1998 by Bruce A. Lehman, Commissioner of Patents and Trademarks, to cre-
ate the largest Government database on the Internet. More than two million patents will
be searchable by key word. Including trademark information the database will comprise

more than 21 million documents and require 1.3 terabytes of storage.
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Individual autonomy is the capacity of the individua to function in society as an indi-
vidual, uncoerced and cloaked by privacy. Individua autonomy is compromised by the
excessive surveillance sometimes used to build databases (Flaherty 1989), unwitting dis-
persion of data, and a willingness by those who collect data for administrative purposes
to make them available in personally identifiable form. Government agencies have both
ethical and pragmatic reasons to be concerned about individual autonomy. Ethically,
agencies ought to respect individua dignity and protect the persona information en-
trusted to them. Pragmatically, without attention to individual autonomy agencies will

find it difficult to enlist the voluntary cooperation that smoothes operations.

THE SPECIAL ROLESOF GOVERNMENT AGENCIES:

FUNCTIONAL SEPARATION

In implementing the three fundamental principles of democratic accountability, constitu-

tional empowerment, and individual autonomy, a government agency should affirm a

policy of functional separation. This policy makes a distinction between administrative

data and statistical data. The distinction is on the basis of use:

?? administrative data are used so that data on an individual has a direct impact on that
individual

?? statistical data are used to create aggregate measures that have an impact on individu-
asonly through substantial group membership

Thus Joe Brown's liquor license gpplication isinitialy part of administrative data since it

is used to determine whether to issue Joe a license. When a database of such applications

is used to determine whether females are issued liquor licenses as frequently as males,
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this constitutes a statistical use. Conceivably, such a study might affect administrative

practice about license issuance in which case it might affect the chances of Joe Brown's

subsequent application. Thisimpact is due solely to Joe being male and is not determined

by his particular data.

Agencies accept responsibility for protecting privacy and confidentiality for severa ethi-
cal and pragmatic reasons. Firg, it is the right thing to do. Generally accepted ethical
standards in the profession of data collection require attention to privacy and confidenti-
ality (International Statistical Institute 1986, American Statistical Association 1989).
Second, they get better data this way. Professionals believe that confidentiality pledges
lower nonresponse rates and improve the quality of responses (Singer 1993). Third, the
law requires it. Privacy and confidentiality protection is often mandated by legidlation or

regulation (Duncan, Jabine, and de Wolf 1993).

The Privacy Protection Study Commission (1977, 574) proposed,
That the Congress provide by statute that no record or information contained
therein collected for a research or statistical purpose under Federal authority or
with Federa funds may be used in individually identifiable form to make any de-
cision or take any action directly affecting the individual to whom the record per-
tains, except within the context of the research plan or protocol, or with the spe-

cific authorization of the individual.
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The National Research Council sponsored the Panel on Confidentiality and Data Access.
In its report, Private Lives and Public Policies, the Panel made the following recommen-

dation (Duncan, Jabine, and de Wolf 1993: Recommendation 5.1, p. 134):

Statistical records across all federal agencies should be governed by a consistent set
of statutes and regulations meeting standards for the maintenance of such records, in-
cluding the following features of fair statistical information practices.
(a) adefinition of statistical data that incorporates the principle of functiona
separation as defined by the Privacy Protection Study Commission,
(b) aguarantee of confidentiality for the data,
(c) arequirement of informed consent or informed choice when participation in a
survey isvoluntary,
(d) arequirement of strict control on data dissemination,
(e) arequirement to follow careful rules on disclosure limitation,
(f) aprovision that permits data sharing for statistical purposes under controlled
conditions, and

(9) lega sanctions for those who violate confidentiality requirements.

This recommendation refers to federal agencies. The issues are similar for state agencies

and for countries other than the United States. We would, therefore, maintain that these

fair information practices are broadly applicable to government operations.
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PRIVACY LEGISLATION IN THE EUROPEAN UNION

The discussion above illustrates the distinction in the U.S. between legidation and poli-
cies applicable to government agencies, and laws restricting the data activities of private
entities such as insurers and marketers. A different model is provided by the European
Union. Information about Directive 95/46/EC (1995) of the European Parliament is avail-

able at www.cdt.org/privacy/eudirective.

This EU directive became effective in October 1998. It specifies policies for the protec-
tion of individuals that must be adhered to by all members of the EU. These policies ap-
ply uniformly to both the public and private sectors. Each member country is permitted
to have stricter rules governing data related to their own residents; the EU directive pro-
videsaminimal set of protections across all members, and is designed to foster consumer
confidence and encourage e-commerce. The directive aso establishes rules to ensure that
personal datais only transferred to countries outside the EU when its continued protec-

tion is guaranteed.

Looking first at the rules governing movement of personal data, the directive delineates
the kinds of data affected. In language similar to the U.S. Privacy Act, data processing is
covered only if it is“automated or if the data processed are contained or are intended to
be contained in afiling system structured according to specific criteriarelating to indi-
viduals, so as to permit easy access to the personal data in question;” private correspon-

dence and persona address books are excluded, for example. Further exemptionsinclude
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data necessary for public safety, defense, state security and “activities of the State in the

area of criminal laws.”

Data subjects must be informed of the data collected and the processing that will take
place; further, subjects are guaranteed access to their data, and have the right to request
corrections. Again, thisissimilar to that of the U.S. Privacy Act. However, an additional
consideration is that subjects may “object to processing in certain [unspecified] circum-

stances.

The issues of de-identification and data linkage (discussed later in this chapter) are also
considered in the EU directive. Therules are essentially these: Data that have been de-
identified (“rendered anonymous in such a way that the data subject is no longer identifi-
able’) are explicitly not covered by the directive. However, in determining whether or
not de-identification has in fact occurred, the owner of the data must take into account

“al the means likely reasonably to be used” to identify the data subject.

Paragraph (34) of the EU directive also deals with one area of medical records privacy:

“(34) Whereas Member States must also be authorized, when justified by grounds of im-
portant public interest, to derogate from the prohibition on processing sensitive categories
of data where important reasons of public interest so justify in areas such as public health
and socia protection - especially in order to ensure the quality and cost-effectiveness of

the procedures used for settling claims for benefits and services in the health insurance
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system - scientific research and government statistics; whereas it is incumbent on them,
however, to provide specific and suitable safeguards so as to protect the fundamental

rights and the privacy of individuals.”

Here, and in other places, the directive allows member states to derogate from the genera

plan, provided explicit safeguards are in place.

Formally, the EU’ s Directive on Data Protection prohibits the transfer of personal datato
non-EU nations unless protections in the receiving country are at least as strong as those
provided by the Directive. This poses adifficult barrier for U.S. firms conducting busi-
ness with EU member-states, since, as mentioned above, most U.S. privacy legidation is
not directed toward business. The self-regulated rather then legidated status of privacy
policy in the private sector resulted in the “safe harbor” framework devised by the U.S.
Department of Commerce and the European Commission. Under the safe harbor rules,
U.S. firms can be certified to conduct data transactions with EU nations by pledging to

provide adequate privacy protection (see www.export.gov/safeharbor).

The safe harbor framework insists on seven privacy principles:
?? Notice: Individuals must be notified about the collection and use of their personal
data.
?? Choice: Individuals have the opportunity to refuse to allow sensitive data about

them to be transferred.
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?? Outward Transfer: A certified organization must ensure that data transfersto a
third party must also adhere to safe harbor principles.

?? Access: Individuas must have access to data about themselves, and must be given
the opportunity to correct inaccurate information.

?? Security: Reasonable precautions must be taken to protect personal data from un-
authorized access, 10ss or misuse.

?? Data Integrity: Persona data must be used for the purpose intended, and must be
accurate, current and complete.

?? Enforcement. There must be means to ensure compliance, including individua

recourse, verification procedures, and clear sanctions and penalties.

The safe harbor framework has not been widely embraced by U.S. firms. In June 2002,
more than ayear and a half after its adoption, only about 200 U.S. companies had been

certified.

PROBLEMSAND OPPORTUNITIESIN ENSURING

CONFIDENTIALITY AND DATA ACCESS

The public sector faces avariety of predicaments as well as opportunities as it seeks to
fulfill its responsibilities for both confidentiality and access to data. The problems and
possibilities are accentuated by economic and cultural changes, and importantly by de-
velopments in information technology. This section will examine these factors as they
affect the various stakeholders in the process—the data subjects, the data users, and the

agencies that have stewardship of the data.
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Data Subjects

Government agencies depend on individuals, firms, and organizations to provide data that
accurately reflect some of the most personal and sensitive aspects of their lives and op-
erations. Some of this data provision is mandated by legidlation, as public corporations
are required to provide the Securities and Exchange Commission with filing information
and individuals must file an income tax return with the Internal Revenue Service. Other
data provision is voluntary, as when the Substance Abuse and Mental Health Services

Administration interviews people at their residence about use of licit and illicit drugs.

Anecdota evidence suggests that response rates of federally funded demographic surveys
have been declining. To address thisissue, the Federa Committee on Statistical Method-
ology formed a Subcommittee on Nonresponse that collected information on 26 feder-
aly-sponsored demographic surveys. Response and refusal rates remained relatively con-
stant but noncontacts fluctuated over the 10-year period 1982-1991. They found a"core"
proportion of the population that routinely refuses to participate in federally sponsored

surveys.

The key ethical concepts related to data subjects are informed consent and notification.
Informed consent is appropriate for truly voluntary surveys, while notification applies
otherwise to data collection that is mandatory, such as the Decennia Census, or where
benefits hinge on providing information, such as applications for welfare benefits. The
Privacy Act requires that each person asked to supply information be informed of (1) the
authority under which the information is requested, (2) the principal uses for the informa-
tion, (3) the "routine uses' that may be made of the information, and (4) the implications,

if any, of not providing the information. The National Research Council's Panel on Con-
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fidentiality and Data Access (Duncan, Jabine an de Wolf 1993) made recommendations
for strengthening these stipulations. Noteworthy among these are requirements that data
providers be notified of (1) nonstatistical uses of their data, (2) any anticipated record
linkages for statistical purposes, (3) the length of time the information will be retained in

identifiable form.

Data Users

Data users span a diverse range of individuals and organizations. They include academic
researchers at Cambridge University, policy anaysts for the American Association for
Retired Persons and the National Association of Home Builders, business economists for
WEeélls Fargo bank, and statisticians for the Health Care Financing Administration. They
include reporters for the Toronto Sar, marketing analysts for L. L. Bean, advocates for
the National Abortion Rights League, and medical insurance underwriters for Cigna. In
general, data users employ the data they obtain for end uses such as policy anaysis,
commercia and academic research, advocacy, and education. The may aso use data for
various intermediate purposes such as the development of sampling frames for surveys

and the evaluation of the quality of other data.

From a government agency's viewpoint, the primary concern of data usersis obtaining
access to data. Users desire data that are relevant, accurate, and complete. They also want
a usable data format, easy accessibility (low price, little hasse, quick response), timeli-
ness (automatic updates and corrections), and few limitations on use. All of these con-
cerns are legitimate, and they are uncontroversial except for the last, which can raise seri-

ous confidentiality concerns.
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Often unanticipated are data users who force access through legal action, often as part of
adiscovery process and involving a court-issued subpoena. As Duncan, Jabine and de
Wolf (1993) notes, many statistical agencies lack adequate legal authority to protect iden-
tifiable statistical records from mandatory disclosures for nonstatistical uses. An example
of thiswas the ruling that Environmental Protection Agency could not protect company
survey responses from the Department of Justice's Antitrust Division for use in compli-

ance activities.

Many data users want to further disseminate the data to other users. This secondary data
provision occursin avariety of contexts: A government agency Sponsoring a survey may
share the information with another agency. A motor vehicle service may pass on licensed
driver information to insurance companies for afee. This data sharing requires careful
managing of the advantages of more efficient data collection against the risks of confi-
dentidity loss. Some laws governing confidentiality of data prohibit or severely limit

interagency sharing of data, even for solely statistical purposes.

Organizations representing stakeholder interests

A number of organizations represent various configurations of the stakeholder interests

described above.

?? Association of Public Data Users (APDU; see www.apdu.org/) assists usersin the

identification and application of public data; establish linkages between data produc-
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ers and users; and bring the perspectives and concerns of public data users to issues of
government information and statistical policy.

? Council of Professional Associations on Federal Statistics (COPAFS; see mem-
bers.aol.com/copafs/) represents academic/professiona organizations interested in the
production of federal statistical and research data. Member organizations include pro-
fessional associations, businesses, research institutes, and others interested in Federal
statistics. COPAFS seeks to

~ Increase the level and scope of knowledge about developments affecting Federal
statistics

~ Encourage discussion within member organizations to respond to important issues
in Federal statistics

~ Bring the views of professional associations to bear on decisions affecting Federa
statistical programs.

? Council for Marketing and Opinion Research (CMOR; see www.cmor.org/) isa

non-profit trade association formed to protect the interests of the marketing and opin-
ion research industry. It encourages respondent cooperation and lobbies lawvmakers to

protect research from restrictive legidlation.

?? American Civil Liberties Union (ACLU; see www.aclu.org/) affirms both privacy

rights and the public's right to know
? Computer Professionalsfor Social Responsibility (CPSR; see www.cpsr.org ) isa
public-interest alliance of computer scientists and others concerned about the impact

of computer technology on society.
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Such organizations provide consequential input to government agencies in dealing with

privacy and information issues.

MANAGING CONFIDENTIALITY AND DATA ACCESS

FUNCTIONS

General Issues

Wide-ranging mechanisms exist to deal with conflicts about the capture and dissemina-
tion of data. They span federal legidation, interorganizational contractual arrangements,
intraorganizational administrative policies, and ethical codes. They a so include techno-
logical remedies such as the release of masked data that may satisfy data users needs for
statistical information while posing little risk of disclosure of personal information (Dun-
can and Pearson 1991). In managing confidentiality and data access functions, govern-
ment agencies have two basic tools for responsible provision of information: restricted
data and restricted access. As developed in Duncan, Jabine and de Wolf (1993) these
concepts have the following interpretations:

?? Restricted data. Data are transformed to lower disclosure risk. This is accomplished
through disclosure limitation techniques such as (1) release of only a sample of the
data, (2) including smulated data, (3) "blurring” of the data by grouping or adding
random error, (4) excluding certain attributes, and (5) swapping data by exchanging
the values of just certain variables between data subjects.

?? Restricted access. Administrative procedures imposing conditions on access to data.

These conditions may depend on the type of data user; conditions may be different for
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interagency data sharing than for external data users. An example of an institutional
arrangement for restricted access by external data usersis the Census Research Data

Center at Carnegie Mellon University (see www.heinz.cmu.edu/censuy).

Various restricted access policies (Jabine 19934, b) have been implemented in the last
twenty years. Notable has been the fellowship programs run jointly by the American Sta-
tistical Association, the National Science Foundation together with four agencies, the Bu-
reau of Labor Statistics, the Bureau of the Census, the US Department of Agriculture, and
the National Institute of Standards and Technology. The Fellowship programs require

that specific research projects and their data needs be evaluated. If approved, data users
relocate to the agency to gain access to unrestricted data. In some cases of restricted ac-
cess, for example to the Panel Study of Income Dynamics and the National Longitudinal
Survey of Youth (Jabine 1993b), the researcher must post bond. The money will be for-
feited if the researcher fails to honor the release agreement, say by unauthorized sharing

of the data or performing analyses not specified in the proposal.

The Bureau of the Census has long sought a mechanism by which it could make detailed
Census information more readily available to researchers, as well as connect Census data
to other important national datasets, such as those housed at the Environmental Protection
Agency and the Department of Justice, while maintaining the integrity and confidentiality
of that data. With thisin mind, the Bureau recently established a number of Census Cen-

ters housed at universities across the country. Through access to such valuable data, the
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Center has attracted nationally renowned scholars to engage in inter-disciplinary, collabo-

rative research on important policy issues.

Data Linkage

As more detailed personal data become available, from an ever-widening collection of
sources, the danger that innocuous individual data sets may be combined to revea sensi-
tive information increases. The merging of data sets over common attributesis called
datalinkage. Through datalinkage, even a data set that has been “de-identified” by re-
moving identifiers such as name, address, Social Security number, and other unique at-
tributes, may still pose arisk for disclosure. Consider the simple case of two files, the
first containing such identifiers but no sensitive information, and a second file, containing
some sensitive data, but consisting only of de-identified records. If the two files have
non-sensitive attributes in common, it may be possible to find records that have unique
and equal values for the overlapping attributes. A pair of such records links the identify-

ing information in one file to the sengitive information in the other.

Readily available software and a desktop computer make it quite easy for a computer-
literate individual to attempt data linkage. Methods originally devel oped to purge mail-
ing lists of duplicate entries, where true duplicates may be dightly different because of
typographical error, have been improved and extended to provide probabilistic estimates
of matching. Precisaly because these methods can be effective in the face of even sub-
stantial error in the data, they make the task of masking data to protect sensitive informa-

tion more difficult.
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A number of studies have shown that modern techniques for data linkage can be re-
markably effective even in the presence of some types of data masking (Fuller 1993, Kim
and Winkler 1995, Winkler 1994, 1995). Since re-identification is probabilistic for data
that have been blurred before release, the best approach for protecting confidentiality isto
ensure that this probability is low enough to prevent a“data intruder” from assuming a

match is correct.

Institutional Mechanisms

Privacy or Information Advocate

A privacy or information advocate is a one-sided intervenor (Kaufman & Duncan 1988)
whose mandate is to counterbalance power and resource inequalities among partiesto a
datadispute. Atthe U. S. federal level, the Internal Revenue Service appointed Robert
Veeder, aspecidist in the Privacy Act and Freedom of Information Act at the Office of
Management and Budget, to be the IRSs first privacy advocate. As an example of his ac-
tivity, he presented a paper entitled, Making Information Accessible while Protecting Pri-
vacy, with Sara Hamer, Associate Commissioner of the Social Security Administration,

to aseminar of the Federal Internet Institute in December 1997.

Privacy or information advocates act to right a power imbalance by championing the po-

sition of aweaker party. It is presumably difficult for an advocate to switch gears be-

tween privacy advocacy and data access advocacy. They are quite limited in their ability
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to address privacy and information disputes, as advocacy is their only tool. Accessto
advocates may be hindered if they are located within a bureaucracy, hence obstructing

their visihility.

Privacy and Information Clearinghouse

A privacy and information clearinghouse provides a forum for intervention in disputes
between information organizations and data providers as well as between information
organizations and data users. It provides education and advice to those having questions

and concerns about privacy and data access procedures.

An exemplar of such an institutional mechanism is the Privacy Rights Clearinghouse in
Cdifornia It offersinformation on how consumers can protect their personal privacy.
They provide aweb site at www.privacyrights.org/ and also operate a telephone hotline
for those who seek information about privacy issues. The Privacy Rights Clearinghouse
was established with funding from the Telecommunications Education Trust, a program
of the California Public Utilities Commission. Some of their materials were developed
through the University of San Diego, Center for Public Interest Law, which administered
the PRC from its inception in 1992 to October 1996. Given the need for such a clearing-
house to have a reliable source of funding and appropriate administrative support, its ex-
istence is contingent on highly specific circumstances. It may not be possible to replicate

these conditions in other states.
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Ombuds

Another intercessory mechanism with one-sided characteristicsis an ombuds. An om-

buds works within an agency to deal with complaints by data providers or data users.

The federal government has recently taken a step in the direction of using ombuds
mechanisms for information and privacy disputes. Office of Management and Budget
Circular A-130 that was revised February 9, 1996 (see
www.whitehouse.gov/WH/EOP/OM B/html/circulars/al30/al30.html), provides uniform
government-wide information resources management policies. In Section 9a(10) it pro-
vides that an ombuds(man) be designated by each agency. The ombuds(man) isto be a
senior agency official charged "to investigate alleged instances of agency failure to ad-
here to the policies set forth in the Circular and to recommend corrective action as appro-

priate’.

An ombuds provides an dternative and generally easily identifiable complaint route for
those in dispute with an 10. Thisincreases the power of data suppliers and data users.
An ombuds can only be responsive to 10-specific disputes. This mechanism is limited in
flexibility because the ombuds can only direct and articulate concerns. In particular, the
ombuds typically does not have mediation or arbitration powers. Access may of course
be limited if the ombuds is hidden within the bowels of an IO's bureaucracy. It isessen-

tial that an ombuds be granted the authority to act with some neutrality.
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Internal Privacy Review Board

The function of internal privacy review boardsis akin to that of institutional review
boards (IRBs) in universities. In fact such IRBs could themselves provide “oversight
mechanisms, with suitable definition of their scope to cover research uses of federa data
sets, [to ensure that] adequate controls are in place to monitor compliance with data pro-
tection rules and regulations by usersin the research community” (Duncan, Jabine, and

de Wolf 1993: 107).

The Bureau of the Census has a Microdata Review Panel that was formally chartered in
1981 (Cox, McDonald and Nelson 1986). It is charged with reviewing policies for the
dissemination of microdata files, especialy public use data tapes and CD-ROM products.
With asimilar charge, the National Center for Education Statistics has a Disclosure Re-
view Board, which was created in 1989. It is staffed by NCES employees and a Census
Bureau representative. In the private sector, the Inter-University Consortium for Political
and Socia Research frequently convenes ad hoc privacy review boards consisting of re-

search and privacy experts.

Aninternal privacy review board can vary in its influence on the balance of power in pri-
vacy and information disputes, depending on how it seesits mandate. Some such boards
may see their role as smply ensuring that extant administrative rules and legidative re-
guirements are met. Others may be more actively involved in disputes between an in-
formation organization and their data providers or their data users. Aninterna privacy

review board can be quite responsive to specific disputes. If it is granted adequate au-
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thority, it can employ awide range of mechanisms to resolve disputes. Unless the board
is specialy congtituted for this purpose, access to an interna privacy review board by

data providers and data users may be quite limited.

Administrative Review Agency

An administrative review agency would derive its mandate from legislative or executive
authority. It would function like the OMB Statistical Policy Office. While not having
direct administrative responsbility for federal statistical agencies, the Statistical Policy
Office provides long-range planning for statistical programs and coordinates statistical
policy within the federal government. The office reviews all data collection requests de-
veloped by the Census Bureau and the Bureau of Economic Analysis. Other federal agen-
cies submit their data collection requests, including those for statistical purposes, to OMB

clearance officers who are not part of the Statistical Policy Office.

An administrative review agency typically would have as part of its charge the responsi-
bility to ensure an appropriate balance of power among agencies, data providers, and data
users. As constrained by its legidative mandate and resources, it could have wide-
ranging responsiveness to privacy and information disputes, high flexibility in dealing

with them, and potentially high access by concerned parties.

Perhaps consistent with this notion is the announcement on July 31, 1998 by Vice Presi-

dent Gore that "OMB will be given responsibility for coordination of privacy issues,

drawing on the expertise and resources of other government agencies. Thiswill help im-

31



prove the coordination of U.S. privacy policy, which cuts across the jurisdiction of many

federa agencies.”

Data and Access Protection Commission

Perhaps the most elaborate institutional mechanism is an independent data and access
protection commission. It would have legidative authority to regulate all stages of the
information gathering and dissemination process by promoting accountability and fair
information practices. In various ways such commissions have been implemented in Can-
ada and several European countries (see Flaherty (1989) for a detailed discussion of their
operation). Canada has institutionalized a balance between data protection and data ac-
cess. They have both a privacy commissioner and an information commissioner. The
province of British Columbia combines these functions in a privacy and information
commissioner. Both Australiaand New Zealand have Privacy Commissioners; the
United Kingdom has a Data Protection Registrar; Switzerland has a Data Protection Au-

thority; Norway has a Data Inspectorate; and Spain has a Privacy Authority.

In the United States, most drafts of the Privacy Act of 1974 provided for a permanent
privacy protection commission, but this provision was deleted before final passage. Re-
cently interest in such a proposal has waxed and waned. In the House, Representative
Wise introduced legidlation in 1989 and 1991 to establish an independent data protection
board. In 1995 Representative Collins introduced H.R.184 to amend the privacy provi-
sions of the Privacy Act to improve the protection of individual information and to rees-
tablish a permanent Privacy Protection Commission as an independent entity in the Fed-

eral Government. In the Senate, Paul Simon introduced Senate Bill 1735 in November of
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1993 to establish a Privacy Protection Commission. The bill provided for an advisory
and independent commission of five members to be appointed by the President, with the
consent of the Senate, to serve staggered seven-year terms. More recently, in February
2001, Representative Asa Hutchison introduced HR 583, mandating the establishment of
afederal commission for the comprehensive study of privacy protection, to balance the
protection of privacy while allowing appropriate uses of information... As of May 2002,
no such bill had passed. Nonetheless, the repeated introduction of this provision, and its
support from various bodies, including the National Academy of Sciences Panel on Con-
fidentiaity and Data Access (Duncan, Jabine, and de Wolf 1993 Recommendation 8.5, p.

217), indicates the popularity of the concept.

Data Protection Commissioners could also assist in reviewing data provider related dis-
putes. The National Research Council's Panel on Confidentiality and Data Access rec-
ommended, "an independent federal advisory board charged with fostering a climate of
enhanced protection for all federal data about persons and responsible data dissemination
for research and statistical purposes.” A data and access protection commission could
have a legidative mandate giving it wide-ranging authority. Such authority might charge
it with the responsibility to provide for a balance of power among stakeholders, be
broadly responsive to disputes about data, to be flexible in employing mechanismsto re-
solve disputes, and to provide easy accessto all disputants. A commission could aso
serve as aliaison for the negotiation of international agreements regarding privacy and

information issues.
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Technical Procedures

Technical procedures for maintaining data confidentiality involve release of restricted
data; techniques developed over the past twenty years have been proposed in both the sta-
tistical and computer science literature (Duncan and Pearson 1991, Fienberg 1994, Kel-
ler-McNulty and Unger 1993). Unlike restricting access, restricting datais a technical
device. It involves such methods as removing explicit identifiers and masking the sensi-
tive data, e.g., grouping into categories or adding noise. By implementing data restric-
tions, agencies have operationalized statistical disclosure limitation practices. Some
guidelines used by the European statistical system (Eurostat) are summarized in Manua

on Disclosure Control Methods (1996).

Statistical disclosure limitation practices have allowed agencies to provide increasing
amounts of data to the research community. Jabine (1993a) gives an excellent summary
of statistical disclosure limiting practices for selected US agencies. The techniques pro-

posed depend on the nature of the data, whether in tabular, microdata, or in on-line form.

Tabular Data

From demographic surveys frequency counts of variables such as age, sex, and race of
responding individuals are tabled. Respondents can be identified, and so a disclosure oc-
curs, with small countsin the cells of the table. If atable, for example, showed only one
Asian female in a census tract and shows her as an orphan, then a disclosure has oc-
curred. From establishment surveys variables such as Standard Industrial Classification
Code and salary levels are used to create tables. For establishment data the disclosure is-

sueisto avoid releasing information that will identify characteristics of particular estab-



lishments. As noted by Cox and Zayatz (1995), there are four principal methods for dis-
closure limitation of tabular data: cell suppression (Willenborg and de Waal 1996),
rounding (Cox 1987), perturbation (Duncan and Fienberg 1998), and modification of the
underlying microdata (Griffin, Navarro and Flores-Baez 1989). A recent survey of dis-

closure limitation methods for tabular datais (Duncan, et. a. 2001)

Microdata

Microdata are records directly on the unit of analysis, so may involve data about specific
individuals or establishments. Because of the demand for more information than can be
obtained from tables, public-use microdata files have been developed by some agencies.
A public-use microdata file provides unrestricted access to restricted data. Public-use mi-
crodata files have been limited to data concerning individuals. Data on organizations tend
to be more highly skewed than for individuals. The skewed distributions coupled with the
time series and longitudinal nature of organizational data make many data restriction
techniques, including top-coding, difficult. Consequently, very few public-use microdata
files for organizations have ever been released. An important exception to thisisthe U.S.
Census of Agriculture, which beginning with the 1987 data has released microdata that
has been disclosure limited through high levels of geographic aggregation and data cate-

gorization as well as being a5 percent sample of farms (Kirkendall et al. 1994).

Online Data

Technological advances in computers and communications offer both opportunities and
threats: opportunities to capture, analyze, store, and disseminate large databases more ef-

ficiently and threats of unauthorized access to individually identifiable data. Full use of
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the capability of today's information technology involves data access through on-line data
guery systems (McNulty and Unger 1989). The data user directly requests al statistical
analyses of interest. Steel and Zayatz (1998) lay out the technical procedures for disclo-
sure limitation that will be used for the 2000 Census. In order that the released data prod-
ucts may have both higher quality and lower disclosure risk, they propose data swapping
procedures that will target the most risky records. To alow broader and easier accessto
data and to alow usersto create their own data products, they are deploying the Ameri-

can FactFinder system. Users can submit requests electronically.

CONCLUSIONS

Privacy is abasic American vaue—in the Information Age, and in every
age. And it must be protected. We need an electronic bill of rights for this
electronic age. Y ou should have the right to choose whether your personal
information is disclosed; you should have the right to know how, when,
and how much of that information is being used; and you should have the
right to see it yourself, to know if it's accurate.

-- Vice President Al Gore

Agenciesin the public sector play akey role in responding to this challenge. They are
central in collecting and disseminating data that bear on the most important issues in the
public interest. Advances in information technology, particularly the Internet, have mul-
tiplied the tension between demands for ever more comprehensive databases and de-
mands for the shelter of privacy. In mediating between these two conflicting demands,

agencies must address a host of difficult problems. These include providing accessto in-
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formation while protecting confidentiality, coping with health information databases, and
ensuring consistency with international standards. The policies of agencies are deter-
mined by what is right for them to do, what works for them, and what they are required to
do by law. They must interpret and respect the ethical imperatives of democratic account-
ability, constitutional empowerment, and individua autonomy. They must keep pace with
technologica developments by developing effective measures for making information
available to a broad range of users. They must both abide by the mandates of legidation
and participate in the process of developing new legidation that is responsive to changes
that affect their domain. In managing confidentiality and data access functions, agencies
have two basic tools: techniques for disclosure limitation through restricted data and ad-
ministrative procedures through restricted access. The administrative procedures can be
implemented through a variety of ingtitutional mechanisms, spanning privacy advocates,
internal privacy review boards, and a data and access protection commission. The techni-
cal procedures for disclosure limitation involve arange of mathematical and statistical
tools. The challenge devel oping and implementing these administrative and technical
toolsis great, and the value to society of the information that agencies can provideis hard

to overestimate.
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