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Two Topics  
§ Responsible Innovation  

§ Design for Values 
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Expert Group RePort to European 
Commission  “Options for 

Strengthening 
Responsible  
Research and 
Innovation” 
Van den 
Hoven, e.a.   



Europe 



RRI: Responsible Research  and Innovation  

500 Meuro 



LUND Declaration: Grand Challenges 
2009 



Rome Declaration on Responsible 
Innovation 2014 

“ RRI a Central Objective across 
All relevant policies and activities…” 



Innovation: a Moral Conception 

  If you can change the world 
by innovation today so that you can 
satisfy more of your obligations 
tomorrow, you have a moral obligation 
to innovate today. 



Key Problem   
21st Century: Value Sensitive Design 

Artefacts 
Architectures 

Materials 
Standards 
Security 
Systems 

Infrastructure 
 

Express 
Implement 

Justify 
Audit 

Values 
Norms 
Laws 
Ideals 
Ethics 

Principles 

Responsibility 
Privacy 
Accountability 
Agency 
Autonomy 
Sustainability 
Safety 
Security 

 

Computers 
Oiltankers 
Airplanes 
Reactors 
Roads 
Internet 
Electricity 
Grids 
Hospitals 
 
 

 

Values as design 
requirements  



 Design for X 
§  Design for privacy  
§  Design for security 
§  Design for inclusion 
§  Design for sustainability 
§  Design for democracy 
§  Design for safety 
§  Design for transparency 
§  Design for accountability 
§  Design for human capabilities 



Values hierarchy 

Values 

Norms 

Design 
requirements 



Design requirements 

Norms 

Values Animal 
welfare 

Enough 
living space 

at least 
450 cm2 

floor area 
per hen 

10 cm 
feeding 

trough per 
bird  

40 cm 
height 
over at 

least 65% 
of the 
area 

floor-slope 
of 

maximally 
14% 

Presence of 
laying nests Litter Perches 

Example of values 
hierarchy 



Sustainability 

Intergenerational 
justice 

Sustain availability 
of fuels 

Effective fuel 

Renewable 

Reliable supply 

Competitive price 

Reduce 
greenhouse gas 

emissions 

High energy 
efficiency 

No additional 
greenhouse 

emissions from 
cultivation, 

production and 
transportation 

Avoid increase in 
other 

environmental 
problems 

No increased use 
of fertilizer and 

pesticides 

No over-use of 
water and of 
other inputs 

No increased air 
pollution 

Care for nature 

Maintain 
biodiversity 

Cultivation should 
not have negative 

effects on 
biodiversity 

Intragenerational 
justice 

Avoid (additional) 
increase in food 

prices 

Non-edible 

No competition 
for agricultural 
land and other 

inputs 

Provide 
opportunities to 

developping 
countries 

Can be produced 
in developping 

countries 

Can be produced 
on small scale 
and with limited 

investments 

Ensure just reward 

Flexible use of 
license 

agreemnets for IP 
(intellectual 
Property) 

Should not 
detoriate working 

conditions for 
farmers 



Big Data Society & Privacy : 
Homework  

§ Challenge One: : End the “Other Privacy 
Scandal”  

§ Challenge Two: Move Beyond  “Balancing” 
Metaphor  (Obama, and many others) 

§ Problems: Informed Consent, Personal data…. 
 



End “The Other Privacy  
Scandal” 
Challenge One 



Protecting X 



Data Protection 

§    

Constrain 
generating 
Acquiring 
accessing 
processing 
Disseminating 
Personal Data 



Protecting X 

§ Defining, justifying and implementing 
constraints 

§ Generation, acquisition, processing, 
dissemination, storage 

§ Data  



Privacy: Data Protection for Moral Reasons 

 
 

1.  Preventing harm 
2.  Fairness in markets for personal data 
3.  Prevention of Discrimination and 

  Contextual Integrity  
4. Respect moral  autonomy   



Move Beyond Balancing 
Metaphor 
Solving Moral Overload by 
Design  

Challenge Two 



           Privacy vs. Security 



Patient Safety vs. Privacy     
 Electronic Patient         

 Records 

Netherlands: 300 
Million wasted  &  
failed Innovation 



   Privacy vs. Sustainability              
MISS OUT: SMART METERS 



We want Security 



We also want Privacy 



 
Moral Overload 

Security

Privacy



No Privacy, no Security  (1.0) 
 

Security

Privacy



Privacy or Security (2.0) 

Security

Privacy



Privacy & Security (3.0) 

Security

Privacy



Design for Privacy 
§ 1. Informed consent 
§ 2. Right to be forgotten 
§ 3. Identity Management 
§ 4. Reciprocal Privacy 
§ 5. Coarse graining, anonymization  

§ 5. Sous-veillance, counter veillance               EX POST      
§ 6. Violation/intrusion detection 
§   7. Big data applications to detect Big data violations of privacy 

EX ANTE 


