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Who am 1?

 Ph.D. in Computer Science
from North Carolina State University

e Research Interests:

e Impact of laws, regulations and policies on
software systems (NSF CAREER)

e Mixed-Methods

Travis Breaux e Grounded theory

* Judgment and decision-making
e Formal methods (logic)

e Natural language processing

Assistant Professor

Carnegie Mellon
University
e Teaching

e Software Design Methods

* Engineering Privacy .
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Balancing utility and risk

Maximize Data Utility

Collect everything, value is
realized later

Ensure open access; this
drives innovation

Disclose to leverage third-
party value

Retain as long as practical
(longitudinal/behavioral)

Avoid destruction

Minimize Privacy Risk

Limit collection based on
stated needs

Limit access, obtain consent
for new uses

Limit disclosure and third-
party uses

Destroy when no longer
needed

e Embrace destruction
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Example Service Integration

IEEE RE 2013 / RE 2015

Facebook Connect Waze Flurry.com
< > << >
basic profile driving route,
information, location,
] ] email address, speed, i .
Authent_lcatlon age, list of device ids Mobile Analytics
Services friends, photo &
Advertising
Services
webservices™

Legend:

Scalable Storage Services
—» Data flow
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Waze Collections & Transfers Flurry Collections & Transfers

TRANSFER PII

W . FROM social-network
P19 : COLLECT ad-requests
COLLECT T " | FROM customer

information® : FOR sales-in-rtb-marketplace

FROM social-network T e N
TRANSFER location
: P20 e [N P13
TO ad-companies T
TRANSFER end-user-data
: WP54
COLLECT location

TO advertising-partners
TRANSFER unique-device-id
TO ad-networks

COLLECT
device-id

COLLECT personal-information
FROM waze-user
FOR enhance-personal-experience

TRANSFER device-id, location
TO applicable-publisher

Legend: -~ » User’s social network information, including name, age, gender
User’s mobile device location
-------------- » User’s mobile device unique identifier
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Beyond Data Minimization

e Privacy risk is exogenous, contextual and anthropic; how to
collect and assess risks at design and run time?

 How to propagate privacy requirements across systems and
components?

 How to detect sensitive uses at design or run time and reverse
propagate real time consent mechanisms?
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