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When card data is exposed in a data breach but has not yet been used to attempt fraud, the overall social
costs of that breach depend on whether the financial institutions that issued those cards immediately cancel
them and issue new cards or instead wait until fraud is attempted. This article empirically investigates the
social costs and benefits of those options. We use a parameterized model and Monte Carlo simulation to
compare the cost of reissuing cards to the total expected cost of fraud if cards are not reissued. The ranges
and distributions in our model are informed by publicly available information, from which we extrapolate
estimates of the number of credit card records historically exposed in data breaches, the probability that a
card exposed in a breach will be used for fraud, and the associated expected cost of existing-account credit
card fraud. We find that automatically reissuing cards may have lower social costs than the costs of waiting
until fraud is attempted, although the range of results is considerably broad.
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1 INTRODUCTION

In recent years, there has been growing interest in the economic analysis of information security
problems—including, in particular, the study of data breaches. Scholars have investigated the im-
pact of data breaches on the stock market valuations of breached firms, the relationship between
security investments and the frequency of breaches, and the role of market competition in predict-
ing the probability of a breach. Less explored, however, has been the issue of how private choices
by credit card issuers affect the public costs of a breach. After a breach of credit cards is disclosed,
the financial institutions that issued those cards can either immediately cancel and reissue those
cards or instead wait until someone attempts to use the card data for fraud. Reissuing cards can be
expensive and potentially wasteful because many cards impacted in a breach may never be used
for fraud. But not reissuing cards increases the risk of credit card fraud, which incurs costs to is-
suers, merchants, and cardholders. No fraud-monitoring program can prevent all fraud. Although
issuers may evaluate the internal risks and benefits of reissuing, to our knowledge no published
study has attempted to measure the overall societal benefits of each option when costs external to
the issuers are considered.

In this article, we empirically investigate the social (i.e., aggregate) costs and benefits of reissuing
breached cards immediately versus waiting until card fraud is attempted. We analyze “first order”
costs: those costs that are proximate results of reissuing cards or leaving them in circulation despite
possible compromise. Our analysis focuses on societal costs and benefits rather than costs and
benefits to issuers.

Although the costs and sources of identity theft are well researched, the connection between
identity theft and data breach is not as well understood, nor is quality data available on data breach
or its resulting harms. Our analysis therefore estimates, based on publicly available data sources
of varying quality, the number of credit cards exposed in data breaches, the cost of identity theft,
and the extent to which identity theft is traceable to breaches of credit card data. We analyze
public information about reported credit card breaches with known record counts to extrapolate an
estimate of unknown records that would also have been exposed. We address uncertainty through
parameterization, Monte Carlo analysis, and sensitivity analysis.

This article makes two contributions to the literature. First, it confirms that the first-order costs
of automatically reissuing cards may be lower than waiting until fraud is attempted. Second, it
illustrates where improved access to quality data sources is most needed. Our results are limited
by reliance on publicly available information about data breach and identity theft. Some of this
information is excellent, but much of it is not. The extent to which our model is sensitive to different
data sources may serve as a guide for where resources could most usefully be spent to improve
understanding of the causes of data breach.

Despite these limitations, our result is fairly robust to the tremendous uncertainty in our model.
Although the range estimation results in a two-order-of-magnitude difference in the estimated
cost of fraud if cards are not reissued, the Monte Carlo analysis shows roughly a 91% probability
that societal losses would be lower if cards are reissued.

Part 1 presents background information placing our research in the context of previous work
studying the economics of data breach and cybercrime. Part 2 describes our methodology and
model. Part 3 explains the data we used for the parameters of our model. Part 4 presents the
analysis of the data. Part 5 discusses the implications and some of the limitations of our research.

2 BACKGROUND

Credit card payments rely on relationships between five parties: cardholders, merchants, issuing
banks, acquiring banks, and card associations (Levitin 2010). Figure 1 illustrates this structure. An
acquiring bank (or “acquirer”) is the merchant’s bank; the issuing bank (or “issuer”) is the bank
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Fig. 1. Credit card payment network structure.

with whom the cardholder has a revolving credit account. The card associations (e.g., MasterCard,
Visa, American Express, or Discover) are networks of financial institutions that set rules governing
transactions. In the case of American Express and Discover, the card network and issuer are usually
the same.

In simplified form, a credit card transaction works as follows. When a cardholder presents a card
for payment at a merchant, the merchant passes the card information and authorization request
to its acquiring bank, which forwards the request to the cardholder’s issuing bank. The issuer
authorizes or rejects the transaction. If the transaction is authorized, the issuer transfers funds from
its payment network account to the acquirer’s payment network account. This is called “capture.”
Finally, the transaction is “settled” when the acquirer credits the merchant’s account.

In the United States, issuers bear the initial risk of loss from credit card fraud from card-present
transactions, but the contractual relationships between issuers, the card brands, merchants, and
the merchants’ acquiring banks allow those losses to be shifted to merchants that have violated the
card brand operating regulations by not following prescribed security measures. In most states,
however, loss shifting is available only for fraudulent charges. Issuers bear all the operational
costs of reissuing cards and have had little success in lawsuits to recoup these costs from breached
merchants. But issuers who sue cannot recover damages they could have avoided. If an issuer
could have reduced fraudulent charges to an exposed card by canceling and reissuing that card
but did not, the issuer may not be able to recover the cost of those charges if they could have been
avoided. Conversely, if the total amount of fraudulent charges that result from a breach are lower
than the cost of reissuing the cards, reissuing would fail to mitigate damages.

In at least one case, merchants have used the fact that an issuer reissued cards and lacked fraud-
monitoring processes to claim that issuers did not mitigate damages. In the consolidated putative
class-action lawsuit resulting from the breach at TJX, one of the retailer’s defenses was that by “un-
necessarily and unreasonably automatically canceling and reissuing their customers’ debit cards
in response to the data compromise” and by not using fraud monitoring, some of the plaintiffs had
either failed to mitigate damages or were contributorily negligent.!

The cost of reissuing cards is not the only incentive affecting an issuer’s decision whether to
reissue. Maintaining cardholder loyalty may be an even more important incentive for issuers to
reissue cards even when the cost of doing so might be greater than anticipated fraud. And evidence
suggests that issuers do often reissue cards after a breach even if they will not be able to recover
the costs of doing so. But the tension between the losses issuers can recover, the operational costs
that issuers generally cannot recover, and the obligation to minimize losses raises legal and policy
questions. Should the law recognize reissuing costs as reimbursable losses? Is it more societally

! Answer to Plaintiffs’ Consolidated Class Action Complaint at 22, In re TJX Retail Security Breach Litigation, 527 F.Supp.2d
209 (D. Mass. 2007) (No. 07-10162-WGY), 2007 WL 5324216.
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beneficial to immediately reissue cards or wait? And, more importantly, do we even have the data
needed to answer that question or many other public policy questions involving tradeoffs of data
security choices?

Our work tries to answer those questions by building on the literature on the economics of
information security, particularly that concerned with data breach. This literature seeks to under-
stand the scope of data breaches, their cost, and the effectiveness of interventions to reduce their
impact. Data about breaches has also been used to analyze the economics of security investments
more generally.

The full extent of data breaches is difficult to measure. There is currently no comprehensive,
openly accessible database of data breaches. The Privacy Rights Clearinghouse (PRC) (2016a),
whose Chronology of Data Breaches is one of the most commonly used datasets for breach anal-
ysis, warns that its chronology is not a complete list of all breaches. The Identity Theft Resource
Center (2016) publishes annual data breach reports but only makes the most recent year’s list of
breaches available online. The Open Security Foundation (2016) was one of the first to create a
database of breaches, but its data, which was once free to download, is no longer available to the
general public. A few states publish lists of the data breaches reported to their attorneys general or
other authorities, but these lists include only breaches that affect residents of those states. Three
states—Maine, Maryland, and New Hampshire—include estimates of the number of their states’
residents who were affected by each breach (if reported by the organization that was breached).
The data from these states might be analyzed in conjunction with the PRC database to obtain a
more complete picture of the extent of data breaches.

The distribution of data breaches is heavy-tailed: a few extremely large breaches of millions of
records have gotten lots of attention, but most breaches are much smaller. One statistical model
predicts, for example, a 31% chance per year of a breach of 10 million records or more in the United
States (Edwards et al. 2015) .

Early efforts to measure the cost of data breaches were based on surveys. Although they suffer
from numerous problems, surveys continue to be popular among industry analysts (Heiser 2002;
Ryan and Jefferson 2003; Shostack and Stewart 2008, pp. 46-49). One of the first surveys was the
Computer Security Institute’s Computer Crime and Security Survey (Computer Security Institute
1997). The most notorious survey of the cost that organizations incur after a breach may be the
Ponemon Group’s (Ponemon Institute 2015) annual study. The Ponemon study has been criticized
for methodological issues and a simplistic per-record cost figure that does not accurately reflect
costs but invites facile citation by the popular press, product vendors, and security consultants
(Hackett 2015; Jacobs 2014; Shostak 2011). Verizon’s Data Breach Investigations Report (DBIR)
(Verizon Enterprise Solutions 2015), which added an estimate of the cost of breaches for the first
time in its 2015 edition, argues that the cost of a breach is best modeled by a nonlinear function of
the number of records breached.

A popular empirical method of estimating the cost of breaches to firms is to measure the effect
of a breach announcement on stock prices. One of the earliest studies to use this approach found
an average abnormal drop in stock price of 4.5% over 3 days in the 22 security breach events in
the authors’ sample (Garg et al. 2003). Other studies have found similar short-term postbreach
drops in market value (Acquisti et al. 2006; Campbell et al. 2003; Cavusoglu et al. 2004; Gatzlaff
and McCullough 2010; Goel and Shawky 2009; Gordon et al. 2011) and profits (Gwebu et al. 2014;
Osei-Bryson et al. 2012). Although recent research still finds a statistically significant short-term
drop in stock prices, the effect has gone down over time, perhaps because breaches have become
more commonplace (Gordon et al. 2011). In contrast to the short-term hit on stock price, most firms
do not appear to suffer long-term drops in market value after a breach (Kannan et al. 2007). And
the effect of different types of breach is not uniform. In a study of 43 security breaches from 1995
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to 2000, breaches related to confidential information were associated with drops in stock prices,
but breaches that “largely affected the information infrastructure itself” were not (Campbell et al.
2003).

Another area of data breach economics research focuses on the effects of data breach notification
laws. Lenard and Rubin (2005) have argued that the costs of these laws outweigh their benefits.
Extrapolating from limited public data on the cost and incidence of identity theft, they concluded
that the expected benefit from notifying consumers of a data breach was in the range of $7.50
to $10—lower than the costs they listed from notification, which included $10 to $20 per card to
reissue cards and $2 per card to send notification letters. But even if notification laws increase
costs to firms, they may reduce overall social costs by causing firms and consumers to improve
their levels of data security care (Romanosky et al. 2010). Romanosky et al. (2011), for example,
found that notification laws may reduce identity theft by about 6%.

Statistics about data breaches have also been used as inputs to empirical analyses of the effec-
tiveness of data security investments. Miller and Tucker (2010), for example, found no evidence
that adoption of encryption software among hospitals reduced the number data breaches. To the
contrary, they found that public announcements of certain types of data breach actually increased.
Gaynor et al. (2012) used an analysis of breach data to reach the surprising conclusion that hospi-
tals in competitive healthcare markets seem to be worse at protecting patient data than those in
noncompetitive markets. Kwon and Johnson (2011) applied a proportional hazard model to breach
disclosures by 281 healthcare organizations to find that security measures appear to be more ef-
fective when adopted voluntarily instead of being forced by regulation.

There is little to no academic literature on how financial institutions decide whether to reissue
cards after a breach, a decision process that the institutions treat as proprietary. The sole source we
could find, other than news reports, is a 2008 study by the state of Maine (2008) surveying banks’
responses to two major data breaches in that state. That study reported that issuers reissued 78%
of cards during the period covered by the survey.

3 METHODOLOGY

We are interested in estimating and comparing the aggregate first-order net social, or aggregate,
costs that result from decisions by issuers who, upon a credit card breach, face a choice between
reissuing cards or waiting. By “social costs” we mean the total costs regardless of who incurs them
(although we ignore any benefit gained by criminals). We use the term “first-order costs” to refer
to those costs that are proximate results of reissuing cards or leaving them in circulation despite
possible compromise. These can include the costs (including overhead) of mailing replacement
cards, time spent by merchants and consumers responding to having cards reissued, or, for cards
that are not reissued, the expected cost of fraud on those cards. Because we are interested in
aggregate social costs, who incurs the cost of fraud is less critical to the model than is the total
amount of that fraud.

We restrict the scope of our analysis in a number of ways. First, we concentrate on credit cards
rather than debit cards or other payment instruments that have different authentication structures
and risk profiles from credit cards. Second, our analysis is specific to the United States. Third, we
concentrate on overall social costs, largely because, to our knowledge, no publicly available data
exists that would enable an analysis of the allocation of those costs between parties. Fourth, we
focus specifically on existing-account credit card fraud as the primary cost of credit card fraud.
This is a subtype of identity theft in which victims’ existing credit cards are used for unauthorized
charges. Credit card data is unlikely to facilitate other forms of identity theft such as new-account
fraud (in which new accounts are opened using the victim’s identity) because opening a new ac-
count requires more than a credit card.
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We use the following model of first-order costs:

Z rei, + (1= 1) pr fi- (1)

k
The model sums, over each affected card k, the costs related to that card, with the following terms:

r: Binary variable where r = 1 if the card is reissued and r = 0 if not.
ci.: Cost of reissue for issuer iy of card k.
pik: Probability that card k will be used fraudulently.
fk: Amount of fraud if the card is used fraudulently.

The model omits potential costs to cardholders and merchants of issuers reissuing cards be-
cause we assume that these costs are relatively small. A canceled and reissued credit card used
for recurring payments may lead to a merchant having to contact customers to obtain new pay-
ment information, but these processes are generally automated and inexpensive (Authorize.Net
2016; Cayan 2010). The costs to cardholders come from the value of time spent responding to the
cancelation—for example, updating auto-pay accounts to use the new card number. Issuers can
minimize these costs by sending replacement cards before canceling outstanding cards, but card-
holders do sometimes miss or ignore the payment cards or are traveling when the replacements
are made (Stark 2004).

The model also assumes that fraud losses are zero if cards are reissued. Although it may be pos-
sible to use canceled cards fraudulently if a merchant is not vigilant about clearing authorization
before goods or services have been rendered, we assume that the overall loss from these preau-
thorization transaction losses is negligible.

Because no data is publicly available for pj, we must estimate it. We use the following equation:

vb 1a
p"z(l_‘s)[l_(l_e(ndy(1—,1)+nu)) } @

This part of our model relies on the following parameters:

ng: Number of payment card records affected each year in disclosed data breaches for which
the number of records affected is made public.

ny,: Number of payment card records affected each year in disclosed data breaches for which
the number of records affected is either unknown or not made public.

0: Scaling factor to account for payment card records exposed in breaches that are either
undiscovered, undisclosed, or not included in the data to which we have access.

A: Breached credit cards that are immediately reissued by issuing institutions, as a proportion
of all breached credit cards.

y: Credit cards as a proportion of all payment cards. This parameter captures the fact that
breach disclosures may use “credit cards” to refer to payment cards generally, whereas our
model focuses solely on credit cards.

v: Number of people victimized by existing-account credit card fraud per year.

b: Proportion of existing-account credit card fraud attributable to data breach as the method
by which the card data was obtained.

a: Average number of credit cards per cardholder. This parameter allows us to use per-person
data on the cost of credit card fraud in our model of the cost per card.

&: Reduction in the probability of fraud achieved by an issuer flagging breached cards in its
fraud detection algorithms.
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Equation (2) estimates the probability of card misuse following a breach as a function of the
number of existing-account credit card fraud incidents attributable to data breach (vb); the total
number of credit card records exposed in breaches each year, including those that are not included
in breach databases either because the scope of a breach was unknown or because the breach
was not discovered or publicly disclosed (8(ngy (1 — A) + ny)); the effectiveness of fraud detection
algorithms (8); and the number of credit cards per person (a).

We estimate the amount of fraud if a card is misused as

S = cmy + ticy, +cip. (3)
The parameters in this part of the model are:

Cm,: Monetary cost of existing account credit card fraud per incident.
tr: Time (in hours) spent responding to existing account credit card fraud by cardholders.
¢, Cost of cardholder time (per hour).

We include c;,, first used in Equation (4), to capture the cost of canceling and reissuing cards
that have been used for fraud.

Substituting the formulas for pi and f; in Equation (4) results in the following model that in-
cludes all parameters:

vb la
; rei, + (1=r)(1-9) [1 - (1 - By (=) nu)) ] Cmy + iy +Cip. (4)

This calculation assumes that the card records exposed in breaches are unique—i.e., that two dif-
ferent breach events do not expose the same credit card record. Overlap between breaches would
reduce the total number of credit card records exposed. This assumption seems reasonable given
the current common (but not universal) practice of reissuing credit cards potentially exposed in
a breach. We also assume that the same breached card is not victimized twice (where a “victim-
ization” may include multiple fraudulent charges). This follows from our assumption that fraudu-
lently used cards will immediately be cancelled and reissued once that fraud is detected.

The calculations also use annual averages even though the number of cards exposed in data
breaches varies widely from year to year. Using annual averages reflects the assumption that both
collection and misuse of credit cards occurs over time. Although a massive breach may be an-
nounced on a certain date, access to the data may have occurred over weeks or months. Thus,
it seems to make sense to smooth this data by considering annual averages and not focusing on
individual yearly totals.

4 DATA

In this section, we discuss the data sources for each of the parameters presented above and describe
the ranges and point estimates used for each parameter.

4.1 The Cost of Reissuing Cards (c;,, qx)

Three types of data sources shed light on the cost of reissuing cards: news reports, lawsuits, and
a state government survey. News reports have quoted figures from issuers and other industry
sources; these estimates range from $3 to $25 per card (America’s Community Bankers 2007; Aspan
and Baldwin 2011; Churchill 2008; Holmes 2015; Inscoe 2012; Jewell 2004; Johnson 2011; Ravana
2007; Stark 2004). Lawsuits filed by issuers seeking to recover the cost of reissuing cards claim
losses from reissuing of $5 to $20 per card, with some evidence that economies of scale reduce the
per-card cost when an institution must reissue more cards (Pennsylvania State Employees Credit

ACM Transactions on Internet Technology, Vol. 18, No. 4, Article 54. Publication date: September 2018.



54:8 J. T. Graves et al.

Union v. Fifth Third Bank 2005). The state of Maine conducted a survey that found a cost of $4.72

per card reported by issuers in that state (Maine Bureau of Financial Institutions 2008).
Considering these sources as a whole, it appears that the cost is between $5 and $25 per card.

Because the cost for most issuers seems to be $10 or less, we use $10 as our point estimate.

4.2 The Probability of Credit Card Misuse Following a Breach (py)

To the best of our knowledge, no publicly available data exists on the probability that a credit card
affected in a data breach will be used for fraud. We estimate that probability by multiplying the
number of annual incidents of existing-account credit card fraud (v) by the proportion of those
incidents in which the credit card data was obtained using data breach (b) and then dividing that
by the total number of credit cards exposed in data breaches each year (O(ngy (1 — 1) + ny)).

We assume that the majority of issuers already use some form of fraud monitoring. This has
two implications. First, the marginal cost to monitor a card that has been exposed in a data breach
is essentially zero. Setting a flag in an issuer’s fraud monitoring system has negligible marginal
cost if the database is set up to accommodate such a flag. Second, this assumption implies that the
current level of existing-account credit card fraud already reflects the use of fraud-monitoring and
prevention systems. Flagging a card might improve the probability that attempted fraud will be
detected and prevented—at some risk of additional false positives—but the baseline probability of
fraud does not rely on the effectiveness of current fraud-monitoring processes.

4.2.1  Payment Cards Exposed in Data Breaches with Record Counts (n;). The number of records
exposed in data breaches is uncertain for three reasons. First, only breaches that are discovered
can be counted. Second, not all discovered breaches are publicly disclosed. And third, even when
a breach has been detected and reported, it may not be possible to determine how many records
were exposed. Our model contains parameters for three types of breached payment card records:
those that are publicly disclosed with estimated record counts (ny), those that are disclosed with
unknown record counts (n,), and a scaling factor to account for undetected breaches (6).

The record count we use in our model is based on a detailed analysis of the Privacy Rights
Clearinghouse (PRC) database (Privacy Rights Clearinghouse 2016b). We calculated the number
of payment cards potentially exposed by downloading the PRC database, filtering based on the
use of the word “card” in the description field, and manually categorizing each entry, based on its
description, as having potentially exposed full unencrypted payment card numbers or not. Thus,
we did not include breach events that were described as having exposed only partial or encrypted
payment card numbers. We did not, however, filter out breach events in which card numbers were
exposed without other “full track” data such as expirations dates. Recent work by Ali et al. (2017)
shows that due to different online merchants using different fields for verifying card transactions,
it is easy for an attacker with just a card number to discern all the other information needed to use
the number for fraud. We also omitted events disclosed in 2005 because breach reporting was still
new and the 16 events reported for that year were probably nonrepresentative. Where necessary,
we updated PRC’s record counts to reflect only the number of payment cards believed to have been
exposed. Our analysis of the PRC database yielded a list of 579 breach events from 2006 through
the end of 2014. Of those events, 269 included record counts (46%).

We supplemented this data with information from the Maine, Maryland, and New Hampshire
data breach lists (Maine Attorney General 2014; Maryland Attorney General nd; New Hamp-
shire Office of the Attorney General nd). We used these states’ lists to add breaches that were
not included in the PRC database and to estimate record counts for breaches where PRC did not
have those numbers. This added 179 breach events to our database—including 34 with overall
record counts—for a total of 758, of which 303 included record counts (40%). Those records total
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378 million payment card accounts over 9 years. We use that average of about 42 million cards per
year as our point estimate. Because the number of reported records is relatively well known, we
use the narrow range of 39 million to 45 million cards per year for this parameter.

4.2.2  Payment Card Records Exposed in Data Breaches without Record Counts (n, ). We used two
methods to estimate the total number of records exposed in breach events without record counts.
First, we used linear regressions to predict overall record counts from the number of residents of
Maine, Maryland, and New Hampshire that were affected. This gave us estimates for an additional
231 breach events at a total of about 630,000 records per year.

For the remaining events in our database, we extrapolated using a weighted estimate based on
the typical number of records exposed for each type of data breach. We excluded the TJX, Heart-
land, Target, and Home Depot breaches because we believe it unlikely that any of the disclosed
breaches with unknown record counts could have exposed records on the order of the tens of
millions or hundreds of millions of records exposed in those four breaches. We also excluded one
insider breach at Fidelity because it appears to be an extreme outlier: the 8.5 million records com-
promised in that breach were two orders of magnitude larger than any other insider breaches with
known record counts and three orders of magnitude larger than the average in that category when
the Fidelity breach is excluded.

Based on the weighted average, we estimate that the 224 breaches with unknown record counts
from 2006 through 2014 have exposed about 2.4 million accounts per year. This estimate may still
be too high because it includes nine other breaches in which at least a million records were believed
to have been affected. Excluding these breaches gives a weighted estimate of about 580,000 records
per year from unreported breaches. We use a point estimate of n,, = 2.1 million unknown breached
records per year, which is derived from the linear regression estimate of 630,000 added to the
midpoint between the 580,000 and 2.4 million estimates from the weighted average extrapolation.
But the range we use is wide—1 million to 10 million cards per year—because of the uncertainty
surrounding the number of records in breaches for which record counts were not disclosed.

4.2.3  Payment Card Records Exposed in Undetected or Undisclosed Breaches (0). 1t is impossible
to know how many breaches are not detected. There is, however, plenty of speculation. For ex-
ample, one security product vendor (with the possible biases that implies) claims that 85% of data
breach events are undetected (Friedlander 2014). The number of data breaches that went unde-
tected for months or years suggests that there have probably been other breaches that were not
detected at all (Gold 2014; Kerner 2014; Popper 2014; PYMNTS 2015). Perhaps more enlightening
are the controlled penetration tests conducted at government agencies. In fiscal year 2011, 49% of
those intrusions were detected (Office of Management and Budget 2013). That increased to 73% in
fiscal year 2013 (Office of Management and Budget 2014). Although these numbers are the results
of controlled tests against specific goals and agencies, they offer a general idea of the extent to
which intrusions are detected overall.

The other type of unknown included in 6 is the number of records in breaches that are detected
but not disclosed. Some surveys attempt to measure a similar variable. For instance, one survey of
“malware analysts” found that 57% claimed that their organizations had not disclosed data breaches
(ThreatTrack Security 2014). There are serious methodological problems with this figure, such as
the difficulty in translating the number of analysts to a number of records and lack of clarity as to
the definition of a “breach,” but better information does not seem to be available.

Because this number is subject to much uncertainty, we use the broadest range that seems plau-
sible. We assume that undetected and undisclosed breaches expose between one-fourth and three
times as many records as are exposed in detected breaches, with a conservative point estimate of
0 = 1.75. This potentially overestimates the number of records that are exposed, which could be
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Table 1. Estimated Total Number of Credit Card Records Exposed in Data Breach per Year

Description Low | Point| High
Payment card records reported lost in data breaches per year (ng) (mil) 39 42 45
Est. records per year in breaches with unknown record counts (n,) (mil) | 1.00| 2.10| 10.00
Scaling factor to account for unreported or undetected breaches () 1.25| 1.75| 4.00
Portion of breached cards reissued (1) 0.95| 0.88| 0.80
Credit cards as a proportion of breached payment cards (y) 0.47| 0.52| 0.58

| Total credit card records exposed in all breaches per year [ 2,400 8,500 60,900 |

the case if, for example, undetected or undisclosed breaches tend to be smaller than those that are
detected and disclosed.

4.24  Proportion of Breached Cards That Are Immediately Reissued (). The next factor needed
to calculate py is the percentage of breached credit cards that are reissued before fraud occurs. A
2008 Maine study of banks’ responses to data breach incidents found that issuers reissued 78% of
cards during the period covered by the survey, including 84% of accounts affected in the TJX breach
and 77% of those affected in the Hannaford breach (Maine Bureau of Financial Institutions 2008).
Another source claims that “nearly 90 percent of card breach victims in 2014 received replacement
credit cards” (Holmes 2015). We therefore assume that issuers reissue between roughly 80% and
95% of cards, with a point estimate of 87.5%.

4.2.5 Credit Cards as a Proportion of Payment Cards (y). According to data from the Statistical
Abstract of the United States and the Nilson Report, credit cards (excluding store cards, oil com-
pany cards, and other non-general-purpose cards) have decreased as a percentage of all payment
cards from 58% in 2008 to 47% in 2014 (HSN Consultants, Inc., 2013, 2014, 2015; U.S. Census, 2011
t. 1186, 1187, U.S. Census, 2012 t. 1187, 1188). Under the assumption that the proportion of credit
cards to payment cards in breaches is the same as the proportion in general circulation, we use
these values as the range of our model, with a point estimate of 52%.

Table 1 summarizes the ranges and point values for ng, n,, 6, A, and y. Taking the high and lows
of this range, we estimate that between about 2.4 million and 60.9 million nonreissued credit card
records are exposed in data breaches annually, with a point estimate of 8.5 million cards.

4.2.6  Number of People Affected by Existing-Account Credit Card Fraud (v). The Department
of Justice’s Bureau of Justice Statistics (BJS) has included identity theft questions in its annual
National Crime Victimization Survey (NCVS) since 2004 (Harrell 2015). These statistics are split
by the nature of the crime; “existing account credit card identity theft” refers to situations in which
existing credit cards were used without the cardholder’s authorization.

In 2008, the BJS began adding an Identity Theft Supplement (ITS) to the NCVS. The questions in
this supplement collected data on identity theft experienced by individuals instead of households.
The 2008 supplement asked if respondents had experienced identity theft in the 2 years prior to
the interview. In the 2012 and 2014 surveys, the ITS asked about individual-level identity theft
over the previous 12 months. As a result, it is not possible to compare results across the 2005-2010
surveys, the 2008 survey, or the 2012-2014 surveys (Harrell and Langton 2013).

Using the 2012 and 2014 per-person data and taking the overall minimum and maximum of the
95% confidence intervals for each year results in a range of 6.8 million to 9.0 million people affected
by existing-account credit card fraud each year. We take the average of the 2012 and 2014 point
estimates to set v = 8.15 million people.
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Fig. 2. Survey and study results for the number of identity theft victims who knew how their data was
obtained and, if so, the point of compromise.

4.2.7 Proportion of Existing Credit Card Fraud Attributable to Breach (b). Not all credit card
fraud is the result of breach. Victims of existing-account credit card fraud who know how their
card information was obtained most often say that it was through a stolen wallet or a purse or from
someone they know. Breach seems to be a relatively infrequent cause of credit card fraud, but it
is uncertain how infrequent. Surveys by Javelin Research, the Identity Theft Research Center, the
FTC, and the DOJ’s Bureau of Justice Statistics have asked victims of identity theft if they knew
how their information was obtained (Bureau of Justice Statistics 2014; Harrell and Langton 2013;
Center 2010; Javelin Strategy & Research 2009; Langton and Planty 2010; Synovate 2007). Utica
College’s Center for Identity Management and Information Protection (CIMIP) analyzed the same
question (among many others) using federal criminal case data (Gordon et al. 2007; Rebovich et al.
2015). Figure 2 shows the results of these studies.

Most survey respondents did not know how their data was obtained. The responses of those
who said that they knew how their data was obtained can legitimately be generalized only if the
point of compromise and the victim’s knowledge of that point of compromise are uncorrelated.
But this may not be true. Some points of compromise are more likely to be known than others. Lost
wallets, purses, or thefts alert a cardholder that their cards may have been stolen. Other points of
compromise, such as skimmers (devices that surreptitiously record card data at an ATM or point of
payment), are unlikely to be recognized. People whose cards are compromised through phishing
or spyware will not always know that their cards were obtained in that matter. A data breach, of
which a cardholder must be notified in 46 of 50 states, may be more or less likely to be a known
point of compromise.

The ITRC survey is an outlier in this set, with the highest percentage of known points of com-
promise and the highest percentage of people responding that their data was obtained in a breach.
As the ITRC (2010) acknowledges, “this may be due to the fact that ITRC is listed as a victim
resource by many entities which have suffered a breach.”

Only the BJS survey reported responses for points of compromise specifically for existing-
account credit card fraud. None of the other surveys distinguished between forms of identity theft
in their reporting. Based on the factors listed above, we use a range of 5% to 15% as the proportion
of existing-account credit card fraud in which the card information was obtained in a data breach,
with a point estimate of 11%. We choose this range to capture, at the low end, either the lowest es-
timate for breach as a percentage of known points of compromise or the midrange of estimates for
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Table 2. Calculation of the Probability of Existing-Account Credit Card Fraud
to an Account Affected by a Breach

Description Low | Point | High
Number of credit cards exposed (from Table 1) (mil) 2.40 8.50 | 60.90
Number of persons victimized (v) (mil) 6.80 8.15 | 9.00
Percent of existing-account credit card fraud from breach (b) 5% 11% | 15%
Fraud reduction from flagging exposed cards (5) 0% 10% | 20%
Average number of credit cards per cardholder (a) 3.6 3.8 4.0

| P (existing-account credit card fraud | breach) (py) | 0.0011 | 0.026 | 0.21 |

breach as a percentage of all compromise, including unknown sources. The high end of the range
is just below the ITRC’s number, which has a high number of people who believe they know how
their information was obtained and the aforementioned potential bias toward identifying breach
as the way credit card information was obtained.

4.2.8 Reduction in Fraud from Flagging Breached Cards (5). We assume that flagging exposed
cards reduces fraud rates by up to 20%. As discussed at the start of this section, current levels
of fraud monitoring are already reflected in existing credit card fraud statistics. Thus, marking
a card as potentially exposed can at best improve the effectiveness of fraud-monitoring systems
somewhat. Unfortunately, information on the effectiveness of fraud-monitoring software is treated
as proprietary by both issuers and the software vendors. The 0% to 20% range (with a 10% point
estimate) therefore represents our best guess.

4.2.9  Number of Credit Cards per Cardholder (a). Converting from the per-person data reported
by the BJS to per-card numbers requires an estimate of the number of credit cards per cardholder.
According to Gallup polls, credit card owners held an average of about 3.6 to 3.7 credit cards each
from 2006 to 2014 (Swift 2014). Surveys conducted by the Federal Reserve Bank of Boston found
that cardholders had between 3.8 and 4.0 cards each from 2010 to 2012 (Schuh and Stavins 2014).
These numbers include Mastercard, Visa, American Express, and Discover cards but exclude store
cards (which are valid only at the stores that issue them), gas company cards, and other specialty
cards such as phone cards. We use the high and low end of these numbers as our estimated range
of 3.6 to 4.0, with a point value in the middle at 3.8.

4.2.10 Calculation of pi. Using the parameter values discussed above (which are summarized
in Table 2) results in an estimated range for p; of 0.0011 to 0.21, with a point estimate of 0.026.

4.3 The Cost of Credit Card Fraud (f%)

The cost of an existing-account credit card fraud incident has two components: financial losses,
including both the loss of value obtained through the fraud and indirect financial costs from re-
sponding to the fraud, and the cost of time spent dealing with the fraud.

In most cases, a cardholder should suffer little or no direct out-of-pocket loss from existing-
account credit card fraud. Federal law limits cardholder liability to $50 for unauthorized credit
card charges if a lost or stolen card is reported as soon as the loss or theft is discovered [15 U.S.C.
§ 1643(a)(1)(B); 12 C.F.R. 226.12]. Visa and Mastercard have voluntary zero-liability policies that
further reduce consumer liability for card fraud (Akers et al. 2005). Despite these policies, card-
holders may still experience out-of-pocket losses if they do not report lost or stolen cards quickly
enough.
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Table 3. Expected Cost per Card of an Existing-Account Credit Card Fraud Incident

Description Low | Point | High
Mean monetary cost of existing-account card fraud (cy,, ) $1,000 | $1,200 | $1,400
Mean hours spent responding to existing-account card fraud (#x) 2 3 4
Cost of time per hour (c;, ) $12 $15 $20
Cost of reissuing cards used for fraud (c;, ) $3 $10 $25

| Total expected cost of an existing-account card fraud incident (fx) | $1,027 | $1,255 | $1,505 |

According to the 2012 BJS survey, the average combined direct and indirect loss from existing-
account credit card fraud was about $1,400 for the 69% of people who experienced any loss (Harrell
2015). In 2012, it was about $1,000, with 66% experiencing a loss (Harrell and Langton 2013). Based
on these numbers, we estimate the range of average cost per existing-account credit card fraud at
$1,000 to $1,400 with a point estimate of $1,200.

The 2012 and 2014 BJS surveys reported that victims of existing-account credit card fraud spent
an average of 3 and 4 hours, respectively, resolving problems. A 2006 FTC report indicated that vic-
tims of existing-account credit card fraud spent a median of 2 hours resolving problems (Synovate
2007). We therefore use a range of 2 to 4 hours for #; with a point estimate of 3.

For the cost-of-time parameter, we assume an average annual wage of $45,500 per full-time
employee, discounted 50% on the assumption that most time spent responding to breach occurs
during nonwork time (U.S. Census 2012, t.647). This corresponds to a $12 to $20 cost of time, with
a point estimate of $15.

Our estimate for f; is dominated by the monetary cost of fraud, as shown in Table 3, with a
range of about $1,027 to $1,505 with a point estimate of $1,255.

5 ANALYSIS

Table 4 summarizes the basic analysis of the per-card cost of reissuing versus not reissuing cards,
with ranges and point estimates. Our model estimates the expected cost of not reissuing cards at
between $1.15 and $310 per card, with a point estimate of $32.80. This wide range corresponds to a
potential savings of about $24 per card or loss of $307 per card. The point estimate is a $22.80 per-
card loss by not reissuing. Multiplying these estimates by the number of reported breached card
accounts implies that $960 million might be lost by not reissuing cards immediately after a breach.
The range of estimation is extreme, however: over $1 billion might be saved by not reissuing cards,
but the potential total loss calculated by this model is almost $14 billion.

5.1 Monte Carlo Analysis

Monte Carlo simulations allow us to estimate the distribution of likelihood along the broad range
of results. Because we have no reason to assume any particular distribution for our parameters,
we used PERT Beta distributions with the highs, lows, and point estimates of our ranges as the
equivalent values of the distributions. The resulting distributions show a wide variation in possible
costs, with some overlap between the reissue and no-reissue situations.

Figure 3 shows a histogram of the expected per-card cost of fraud when cards are not reissued.
The 90% confidence range is from $11.20 per card to $44.60 per card, with a mean of $24.60. The
distribution resembles the heavy-tailed models found for cyber-risk and data breach in previous
work in the literature (Edwards et al. 2015; Maillart and Sornette 2010). Figure 4 shows a histogram
of the total cost reduction that could be achieved from not automatically reissuing credit cards. The
90% confidence range is ($-1.4 billion, $88 million), with about a 91% probability that immediately
reissuing cards would be the lower-cost option.
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Table 4. Comparison of the Per-Card Cost of Reissuing versus Not Reissuing Cards

Description Low Point High
Reissue cost, per card $3.00 $10.00 $25.00
Expected cost if not reissued, per card $1.15 $32.80 | $310.00
Per-card savings (cost) from not reissuing cards ($307.00) | ($22.80) $23.85
Payment card records reported lost in data breaches per 39 42 45
year (ng) (mil)

| Cumulative savings (cost) from not reissuing (mil) | ($13,800) | ($960) | $1,080 |

Note: Cumulative savings are based on the number of reported breach records, not the estimated total.
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Fig. 3. Distribution of the cost per card to reissue or not reissue cards based on a Monte Carlo simulation.
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Fig. 4. Histogram of cumulative savings from not automatically reissuing cards according to a Monte Carlo
simulation.

5.2 Sensitivity Analysis

Figure 5 is a tornado diagram showing the sensitivity of the per-card cost of not reissuing cards
for the variables to which the cost is most sensitive. Each row shows the effect on the mean result
of increasing the parameter by one standard deviation.

Unsurprisingly, the model is most sensitive to the parameters with the greatest uncertainty. The
number of reported breaches with unknown record counts and the scaling factor for unreported
breaches are both significant factors in the estimate. Each of these parameters reduces the mean
estimate by over $5 of the roughly $25 mean expected cost of fraud from not reissuing. The model
is also particularly sensitive to the percentage of existing-account credit card fraud attributable
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Fig. 5. Tornado diagram of variables affecting the per-card cost of not reissuing cards.

to breach. An increase in that parameter by one standard deviation increases the mean expected
cost of fraud by about $4.50. A fourth parameter that is not well understood—the percentage of
breached cards that are reissued—also has a large effect.

Although we focus in this article on parameter uncertainty, our results can change dramatically
due to model uncertainty. As we mentioned in Section 4.2.6, BJS statistics on identity theft were
originally collected by household, then more recently by individual. We use the individual-level
data in our model because it allows us to avoid potential issues involving multiple cardholders per
account in a household and reduces the number of instances in which one unit suffered multiple
fraud incidents, violating one of our assumptions. When we began this work, however, individual-
level data was not available and we used per-household data. The results of our model when we
use per-household calculations are quite different than those initial results, even accounting for
other refinements to the model since our initial work.

The only parameters that change are the number of cards per household and the number of
households victimized by existing-account identity fraud. The number of cards per household
is roughly similar to the number of cards per person—a range of 3.1 to 5.8 depending on year
and source, as calculated by total cards divided by number of households—but the number of
households experiencing existing-account credit card fraud was between 3.6 million and 5 million
according to the BJS 2005-2010 survey (Langton 2011). As a result, the range of a per-household
calculation would be an expected cost of credit card fraud on breached cards of between $0.42
and $170 per card, with a point estimate of about $14—about $18 less than the estimate using an
individual-level calculation.

6 DISCUSSION AND LIMITATIONS
6.1 Discussion

In answer to the question posed in the title of this article, reissuing cards immediately after a
breach appears to be less costly than waiting for attempted fraud before reissuing. This result is
fairly robust despite the wide uncertainty in the estimated cost of fraud after a breach. Our Monte
Carlo analysis estimates a 9% probability that waiting to reissue cards until fraud is detected would
save money. The uncertainty in our model is partly because we rely on public data sources for our
parameters and partly because the data sources themselves are subject to tremendous uncertainty.
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Our sensitivity analysis suggests where resources could be best targeted to getting better data
for parameters critical to our model. Specifically, it would be useful to get better information on
how identity thieves get access to credit card data. Surveys of victims are clearly inadequate; too
many people simply do not know how their data was obtained. Issuers, however, have the ability to
connect breach notification with card misuse. Issuers also have information, at least collectively,
on the percentage of cards that they reissue after a breach. Access to this data would undoubt-
edly improve our understanding of the benefits of options following a data breach. Access to that
data would come with its own costs, of course, whether through compliance with a regulatory
data-sharing regime or through costs of voluntary industry data sharing. A comparison of the
costs and benefits of increased data sharing by card issuers would be an opportunity for future
work.

A data-reporting regime may create its own perverse incentives. Participants in the card ecosys-
tem who have full knowledge of the model used to make policy decisions might have incentives
to manipulate that data. This incentive effect of disclosure is another topic worthy of future study.

Our work building a database of credit card breaches shows that despite extensive breach re-
porting requirements, information about breaches is often incomplete. More states could follow
the lead of Maine, Maryland, and New Hampshire by requiring that breached organizations not
only report the breach to the state attorneys general but also provide detailed information about
the breach, such as the number of residents affected, the cause of the breach, and the type of data
breached. If states could agree on a standard form for breach reporting, the burden on reporting
organizations could be held to a minimum.

6.2 Limitations and Opportunities for Future Work

The analysis in this article is subject to several limitations, each of which presents an opportunity
for future study. One obvious and major limitation (as well as motivation) of this work is the lack
of data on the causes, extent, and effects of data breach. Efforts such as the National Cyber Leap
Year have attempted to fill this gap (Chong et al. 2009), but much more work is needed to create
the type of data that can be used for reliable statistical analysis. We discuss the implications of the
poor quality of available data more fully in (Graves et al. 2016).

Another limitation of the analysis described in this article is that it treats breaches as
homogeneous—assuming, for example, that a small number of records in an improperly discarded
report creates the same risk of data exploitation as the hacking of a large database. In particu-
lar, the model used in this analysis takes limited account of the wide variation in breach size. It
might, for example, be socially optimal to reissue cards after “everyday” breaches but not after
megabreaches of 1 million cards or more, or it might be worth reissuing after hacking breaches
but not after breaches due to improperly discarded records.

Our analysis does not account for “second order” effects—those indirect costs that occur over
time or that are in some other sense a step removed from the immediate costs. For example, im-
mediately reissuing cards reduces the window during which thieves can attempt fraud, which
can both dissuade credit card theft and make attribution and detection of fraud easier. Another
second-order effect lies in cardholder behavior after his or her card has been affected in a breach.
Cardholders may expect to have cards reissued automatically and reduce card usage—and per-
haps overall spending—if they are not. These second-order costs weigh in favor of reissuing, thus
strengthening the case for immediate reissue of breached cards.

Our work is limited by lack of access to transaction-level card data. A researcher with industry
access could improve on this work by combining the analysis of public data we present here with
data on issuers’ costs. Data held by issuers could yield information about fraud probability and
losses by cardholder demographics, breach attributes, and so forth.
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6.3 Conclusion

Having determined that immediately reissuing cards appears to have a lower social cost, what
are the policy implications? As mentioned at the beginning of this article, card association rules
allow issuers to recover fraud costs that result from breached cards but not the operational costs
of reissuing them. The card association rules may create incentives for issuers to wait before reis-
suing cards, which is the opposite of what our model suggests to be the socially optimal incentive.
Limited evidence (discussed in Section 4.2.4) suggests that card issuers often do routinely reissue
cards affected in a breach despite these incentives. If in fact this practice is widely followed, our
research suggests that it is socially optimal.
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